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Access of SPARROW Application Through SACESS

Introduction:

SACCESS is an application providing WebVPN over internet. NIC WebVPN service
provides user friendly and secure access to internal applications over public
network. Users can access internal web applications hosted in NIC Data Centers over
any internet connected device using a web browser.

This setup helps ensure that only authorized personnel can access sensitive or
restricted government applications, enhancing both security and efficiency.

Steps to access SPARROW application through SACCESS:

Step I: Officer will login using their official NIC or government email credentials into
SACCESS portal. (URL: - https://saccess.nic.in) (Refer Fig: 1.0)
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NIC WEBVPN Sign-in

NIC WebVPN service provides user friendly and secure access to
internal applications over public network.

nal web applications hosted in NIC Data
net connected device using a web browser.

Please cont
regarding

ur respective NIC coordinator for details

s and access. Sign-in

Unauthorized access is prohibited. All access is logged on NIC
WebVPN,

== Click here to download HySecure Client.

Fig: 1.0
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Step II: Officer authenticate in SACCESS portal by choosing either one of the two
options (Refer Fig: 1.1).

1. Through OTP on the registered Mobile Number
2. Or through Mobile Token (Mobile Token based OTP is provided via TOTP
supported mobile apps. SMS OTP is provided via text message)

E | N NCwWEBvPN x |+ v —
< c O B hitpsy/saccess.nicin w ®
Mobile Token based QTP is provided via TOTP supported mobile apps. SMS OTP is provided via text message.
NIC WEBVPN Sign-in
More Authentication required.
NIC WebVPN service provides user friendly and secure access to
internal applications over public network @ Send OTP to mobile number 917+==x=x 227
Maobile Token

Users can access internal web applications hosted in NIC Data

Centers over any internet connected device using a web browser, Resend OTP

Please contact your respective NIC coordinator for details Please enter the OTP received on mabile number

regarding accounts and access. 9120 7. You have exhausted 1 out of 3 OTP

request attempts,
Unauthorized access is prohibited. All access is logged on NIC
WebVPN.
== Click here to download HySecure Client.
=
Fig: 1.1
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Step III: Officer will get respective SPARROW service icon (Refer Fig: 1.2).
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NIC]

Remote Applications [EEeHI RN TsTalis

Unauthorized access is prohibited. All access is logged on NIC WebVPN.

‘Welcome to HySecure
WEB APPLICATIONS

Message from administrator

In case the application/website is &%
not working after login into
saccess, please click on SPARROW

WebVPN_Test. If WebVPN_Test
works then saccess is working
fine. Please contact application/
website providers for issues
related to it.

Last Login Time

Thu Aug 01 2024 13:55:12
GMT+0530 (India Standard
Time)
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Fig: 1.2

Step IV: By clicking on respective service icon (Refer Fig: 1.3) will redirect the user
to SPARROW login page.
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Copyright © 2022, NIC. All Reserved. Tl signed, developed and Hosted by NIC
is best viewed in 58 pixel resolution.

Note: To get an account in SACCESS, officials may contact their respective NIC
Coordinators.
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Movement of PAR-Standard Flow

Stage 1: Officer performs the following steps to fill PAR:

Click PARID ( 2013-01042017-21032013-2016551

) under My Par tab to open PAR as shown in Fig.20:

SPARROW portal for various services have been splitted, you may

Home » Inbox

| Syt Represenizien

E= Dossier ~
APARID Form Type Received On Sent Date Current Stage Quick Action
[ | 2319 01042017. CPSE APAR Form 15112018 ATUL BHATT (. 181172018 Officer Reported. ..

@ Support@ServiceDesk Shewing 1 to 1 of 1 enfries
First Previous E Next Last

Fig.20
e Officer fills the Self Appraisal form and click Send To Reporting Authority

Send To Reporting Authori S
) button, as shown in Fig.21:

Smart Performance Appraisal Report Recording Online Window (SPARROW) About v  Help~  Mr. SURENDER SINGH SIROHI(DIRECTOR -B...

r Basic Infermation

Name: SURENDER SINGH SIROHI Cadre: CENTRAL SERVICES Service: CPSE
Designation: DIRECTOR Batch: 1900 Assessment Period: 01/04/2017 to 31/03/2013
Workflow Details (Kindly click here and verify the Details of Assessing Authorities by hovering the mouse over the respective name.)

|+ User Assistance ~ il
| Self Appraisal |
pi (resumng in signi benefits to the Company and/or reduction to time ana costs)? If so, please give a verbal description (within 100 words):
C v
During the period under report, do you believe that yeu have made any eqg of an challenging task or major systematic improvement (resulting in significant

benefits to the Company and/or reduction to time and costs)
€ Support@ServiceDesk A

4. What are the constraints that hindered your perfermance?

performance

5. Please indicate specific areas of training that will add value to you:

For the current assignment: Delhi
Z
For your future career: Kolkata
e
6. Declaration

Fig.21

e A confirmation window appears click on OK (“) button as shown in Fig.22:

Copyright © NIC, 2019 Ver3.2
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SINE NG PN EN RN ERED  sparrow-cpse.eoffice.gov.in says ut +  Help ~
COnce Form is Submitted, data will not be changed. Are You Sure want
Basic Information To submit.
Name: SURENDER SINGH SIRCHI Service:
Designation: DIRECTOR Assessment Period:

Workflow Details (Kindly click here and verify the Details of Assessing Authorities by hovering the mouse over the respective name.)

Standard

Self Appraisal

3. During the period under report, do you believe that you have made any exceptional contribution, e.g. successful completion of an extraordinarily challenging task or major
systematic improvement {resulting in significant benefits to the Company and/or reduction to time and costs)? If so, please give a verbal description {within 100 words):

Fig.22

e A message prompts “Sent Successfully to” as shown in Fig.23:

“

APAR ID - 2013-01042017-31032018-2016551 has been Sent Successfully to GOUTAM CHATTARJEE (50124) [DIRECTOR |
= Uossier «
B DSC - (<) BACK Click the Link to redirect back

@ Support@ServiceDesk

Fig.23
Stage 2: Reporting Authority performs the following steps to Forward to Reviewing Authority:

e Click PARID ( Sl sl a il i ) under Access Par tab to open the Form as shown in Fig.24:

able in your Inbox. Please use respective services portal for assessing the PARsS of such officers .

Home » Inbax

:@ W Standard W Representation
lo# User Assistance ~

R DSC ~ 1

© Support@ServiceDesk Showing 1 to 10f 1 entries
First Previous E Next Last

Fig.24

Search:

—
E [ ] 2018-01042017.

CPSE APAR Form SURENDER S 16/11/2018 SURENDER S 16/11/2018 Reporting Autho

e A page appears, Reporting Authority views Basic Information & Self Appraisal forms, grades the PAR in

Send To Reviewing Authori
Appraisal, click Send to Reviewing Authority ) button as shown in Fig.25:

Copyright © NIC, 2019
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E-SIGN Registration Manual

E-Sign Registration: In order to maintain security in submission of PAR using
Aadhar based e-Sign facility for signing in the SPARROW application, all users will
now be required to register e-sign before using this feature while submitting PAR.

In SPARROW application, following steps are needed to be performed to
register e-Sign:

Step 1.1: Click on Register eSign UID Token-> Register eSign, as shown in Fig.1.1.

Smart Performance Appraisal Report Recording Online Window (SPARROW) AhouteHinineGemt O Damman o

2

Home » eHastakshar(eSign) beSign Registration B

5

5

& Inbox Registered eSign Detail i
4 Sent ; . l
Officer Details as in e-Office ]

Q Delegation Name: Date of Birth: =
Code: Designation: '}

12 User Assistance ~ I
Batch: Gender: l

ERole Detail Cadre: Service: l

Global Organization:

& Dossier (Closed CR) v

si L
Lk Officer Details as in Aadhaar
Register eSign UID Name: Birth Year:
Token eSign Registration Txn 1D : Gender:
UID Status: In-Actve

#DSC ~

©®Support@SenviceDesk

Register eSign

@ Vigiance

Fig.1.1



ffice

A SRGITAL WOK PLACE-SCLUTION

Step 1.2: By checking consent form (in case of agreement) click ok button, as shown
in Fig.1.2

>Office Smart Performance Appraisal Report Recording Online Window (SPARROW)
| A cseri womonace souvro |
leSigning Agreement

a Inbo el ication Mode

7 Sent ®OTP  OFingerprint  OIRIS

Q Dele
— Consent for using UID Token for eSigning — Consent for Auth
L2 User
National Informatics Centre A National Informatics Centre
{_GEIEY | | hereby state that | have no objection in extracting my UID token from the XML response received from the issuance of I hereby state that | have no objection in authenticating myself with Aadhaar bas
Digital Signature Certificate (DSC) from this specific transaction. to providing my Aadhaar number, Biometric and/or One Time Pin (OTP) data for »:
purposes of availing of the __nic-eSign Gateway  from _National [nformaive Cei

__SLEH | | hereby further state that | have no objection in using this UID token for subsequent eSigning, along with my Security

Biometrics andior OTP | provide for authentication shall be used only for authen
Number *** which is last 3 digits of Aadhaar(as shown inimage below) as additional security measure.

Authentication system, for obtaining my e-KYC through Aadhaar e-KYC senvice &
LS | | understand that National Informatics Centre shall ensure security and confidentiality of my personal identity data and Certificate (DSC) for this specific transaction and for no other purposes. For the
UID token for the purpose of eSigning options that | have chosen are the ones that shall be populated in the DSC ge:

Reg consent for the same. | also understand that the following fields in the DSC ge:
Tokel . give my consent for using the Aadhaar provided e-KYC information to populate th
« Common Name (name as obtained from e-KYC)
e « Unique Identfier (hash of Aadhaar number)
« Pseudonym (unique code sent by UIDAI in e-KYC response)
@supp « State or Province (state as obtained from e-KYC)
+ Postal Code (postal code as obtained from e-KYC)
v « Telephone Number (hash of phone as obtained from e-KYC)
|D By providing the last 3 digits of my Aadhar, | agree to provideing the consent for authentication l ID By providing the last 3 digits of my Aadhar, | agree to provideing th

Fig.1.2

Step 1.3: Enter your 12 digit Aadhar No-> Get OTP->Enter OTP-> click on Submit as
shown in Fig.1.3

You are currently using C-DAC eSign Service and have been redirected from National Informatics Centre

@‘Hastéksarglg{zi‘

C-DAC's eSign Service

CDAC's e-Sign Service

View Document Information

@® Aadhaar Number (O) VirtuallD () UID Token Get Virtual ID
B esee .. Enter 12 Digit Aadhar No. L
Aadhaar TOTP Aadhaar OTP How to generate TOTP?
R Enter OTP

| hereby state that | have no objection in authenticating myself with Aadhaar based authentication system and consent to
providing my Aadhaar number/VID/UID Token and One Time Pin (OTP)Time-based One Time Password (TOTP) data for
Aadhaar based authentication. | understand that the OTP/TOTP | provide for authentication shall be used only for
authenticating my identity through the Aadhaar Authentication system and for obtaining my e-KYC through Aadhaar e-KYC

service only for the purpose of esigning.
Listen to Consen ‘ English ~

OTP has been sent to mobile number <******5272>

m‘ Cancel | Not Received OTP? Resend OTP

nd OTP" link after 10 s

Fig.1.3

Note: For successful registration of e-Sign, user also must ensure to updated
their mobile numbers with Aadhar (UIDAI).
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Step 1.4: User will receive message for Successful Registration of e-Sign, as shown
in Fig.1.4

e@fflce Smart Performance Appraisal Report Recording Online Window (SPARROW) SR A
LASRL R e

Home » eHastakshar(eSign) »eSign Registration

Registered eSign Detail

I eSign has been registered successfully I

& Delegation

le# User Assistance ~

Officer Details as in e-Office

&ERole Detail

Name: Date of Birth:
& Dossier (Closed CR) v Code: Designation:

Batch: Gender:
®eSion v

Cadre: Service:
®DSC ~ Global Organiza tion:

@Ssuppori@SenviceDesk

Officer Details as in Aadhaar ——

Name: Birth Year:
eSign Registration Txn ID : Gender:
UID Status:

Fig.1.4

For PAR Submission: Following steps are needed to be performed to submit PAR:

Case 1: In case of same details like (Name, DOB, Gender etc.) in e-office
(SPARROW) account data and Aadhar registered data, user will get below
screens.

Step 2.1: At the time of submission of PAR-> Enter your last 3 digit of Aadhar No->
Check Consent-> click Ok as shown in Fig.2.1
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eSign Agreement

— Authentication Mode

@® OTP  OFingerprint  OIRIS

— Security Number

* Security Number |‘4IQ @) Last 3 digits of your Aadhaar

— Consent for

National Informatics Centre

| hereby state that | have no objection in authenticating myself with Aadhaar based authentication system
providing my Aadhaar number, Biometric and/or One Time Pin (OTP) data for Aadhaar based authentication for <
availing of the __nic-eSign Gateway_ from _National Informatics Centre_. | understand that the Biometrics and/a
for authentication shall be used only for authenticating my identity through the Aadhaar Authentication system, for oo
e-KYC through Aadhaar e-KYC serice and for the issuance of Digital Signature Certificate (DSC) for this sp
and for no other purposes. For the creation of DSC, | understand that the options that | have chosen are the o
populated in the DSC generated by the CA and | provide my consent for the same. | also understand that the
the DSC generated by the CA are mandatory and | give my consent for using the Aadhaar provided e-KYC i
populate the corresponding fields in the DSC

= Common Name (name as obtained from e-KYC)

= Unique Identifier (hash of Aadhaar number)

= Pseudonym (unique code sent by UIDAI in e-KYC response)

= State or Province (state as obtained from e-KYC)

= Postal Code (postal code as obtained from e-KYC) ~

I By providing the last 3 digits of my Aadhaar, | agree to providing the consent for authentication

Fig.2.1

Step 2.2: With prefilled UID Token Click on Get OTP -> Enter OTP-> click Submit as
shown in Fig.2

o tagtakshar oy =
C-DAC's oSign Service =
CDA e-Sign Service [
[
View Document Information
Aadhaar Number Virtual ID « UID Token oS
e —

<:Preﬁued UID Token
>

How to generate TOTP?

Aadhaar TOTP = Aadhaar OTP
) Enter OTP

[J | hereby state that | have no objection in authenticating myself with Aadhaar based authentication system and consent to
providing my Aadhaar number/VID/UID Token and One Time Pin (OTPN¥Time-based One Time Password (TOTP) data for
Aadhaar based authentication. | understand that the OTP/TOTP | provide for authentication shall be used only for
authenticating my identity through the Aadhaar Authentication system and for obtaining my e-KYC through Aadhaar e-KYC

service only for the purpose of esigning.
L to Consent ‘ English ~

R Enter

OTP has been sent to mobile number

Cancel Not Received OTP? Resend OTP

click "Resend OTP" link after 28 s

Fig.2.2
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Step 2.3: User will get message for Successful Submission of PAR, as shown in Fig2.3

Smart Performance Appraisal Report Recording Online Window (SPARROW)

MESSAGE

PAR ID - 2020-01042019-31032020- *++=has been sent successfully to Mr./Ms. XYZ (Assistant Section Officer) at xyz@nic.in

@ BACK Click the Link to redirect back

Fig.2.3

Case 2: In case of mismatch in details like (Name, DOB, Gender etc.)
in e-office (SPARROW) account data and Aadhar registered data, user
will get below screens.

Step 3.1: At the time of submission of PAR user can either Deregister e-Sign or
Continue Signing as shown in Fig.3.1

Smart Performance Appraisal Report Recording Online Window (SPARROW)
Home » Form Signing

a Inbox Kindly use the Mozilla Firefox or Internet Explorer browser for processing PAH

eSign Mismatch Confirmation

eOfficer User Details eSign Details

& Delegation

I~ User Assistance v
Name
&Role Detail Year of Birth
B Dossier (Closed CR) v Gender n/a F
0 Compatible browser for eHastakshar(eSign

3 of successful PAR submission m

®eSign ~ 0 Kindly use the Mozilla Firefox or Internet E
- completed. In this case please delete history, ¢

0 Before proceeding with eHastakshar(eSign Iring eHastakshar{e Sign) redirect|
N * In Case you have updated your Aadhaar details kindly§Deregister eSign §nd register again
I:? Click on the links : 1 Link -https://esigns doc

to get updated details.
@support@SeniceDesk P After Clicking on the links above if messa )

Note: eSign details mismatch with eOfficer User details, so exclamation Mark (1) will be
marked against eSign in PAR Signature Details

lf? If using Mozilla Firefox, then a security wal in that case click on "Add Exceptig
P Ifusing Google Chrome, then a security ¥ £, in that case click on "Click Adva
(Unsafe)"
lf‘F Now click on eHastakshar(eSign) in SPARROW

0 Before proceeding with DSC Signing, please follow the Instructions in the link given below:
P DSC Instruction




